
Are Formal Methods the Right Tool for Developing 
Real-time Distributed Embedded Systems?

Marcel Verhoef

CHESS, Haarlem, The Netherlands

marcel.verhoef@chess.nl



WhoIs Marcel Verhoef?

http://www.marcelverhoef.nl

http://www.tudelft.nl/
http://en.wikipedia.org/wiki/Image:Ascii_full.png


Computer Hardware & Systeem Software



FormalMethodsfor PredictableEmbeddedSystems

ÅGoal 1 : to bring togethersenior researchersin 
programmingfrom universitiesand thought leaders 
from industry

ïI amflattered but Χ

ïI amάneitherέΣ άƴƻǊέ butΧ

ïI have 15+ yearsof experienceƛƴ ǘƘŜ ŦƛŜƭŘ Χ

ïI amactivein the FM communityΧ

ïI amveryhappy to sharemyάtwo ŎŜƴǘǎέ worth! I offer ..

ïIdeas, opinions, potentialanswersand newproblems



FormalMethodsfor PredictableEmbeddedSystems

ÅGoal 2: to report howformallybasedapproaches
are addressingchallengesin software design, 
developmentand deployment

ïThereare alreadymanyexcellent reports availableΧ

ïDoes anyoneactuallyreadand usethem?

ïDoes anyonecare actually? (no pun intented)

ïWhatŀǊŜ άǘƘŜ challengesέ really?

ïAnd canformallybasedapproachesactuallysolvethem?

ACM ComputingSurvey: FormalMethodsςPracticeand Experience
Woodcock, Larsen, Bicarregui, Fitzgerald
http://deploy-eprints.ecs.soton.ac.uk/161/2/fmsurvey[1].pdf



FormalMethodsfor PredictableEmbeddedSystems

ÅGoal 3: to identifyexistingand future challenges, 
posedin particularbyembeddedsoftware/systems, 
with a particularfocus on propertiesof software and 
systemsthat allow oneto predictthe system 
behaviorat runtimewith a high degreeof assurance

ïΧ άThe topics for these experimentshave veryoften
been suggestedby industryέ Χ

ïWhatare we waitingfor?

ïWhydo we needto re-iterate?



FormalMethodsfor PredictableEmbeddedSystems

ÅGoal 4 : to enumeratecritical issues and
prioritizethe criteria for success

ïwhat is our definitionƻŦ άsuccessέΚ

ïwhenthe challengeis solved?

ïwhenit was doneeffectively?

ïwhenit was doneefficiently?

ïwhenit canbedonerepeatably?

ïall of the above?



Are Formal Methods the Right Tool for Developing 
Real-time Distributed Embedded Systems?

Is it the right solutionto the right problem?



The HolyGrail: Faster, Better, Cheaper



Predictable Development?

Å Source: The Chaos Report (http://www.standishgroup.com)

Software Project Characteristics  1995  

Cancelled before delivery 31 % 

Exceeds time scale & cost, reduced functionality 53 % 

On time and budget 16 % 

Mean time overrun 190 % 

Mean cost overrun 222 % 

Mean functionality delivered 60 % 
 



Predictable Development?

Å {ƻǳǊŎŜΥ WƛƳ WƻƘƴǎƻƴΣ άaȅ [ƛŦŜ Lǎ CŀƛƭǳǊŜέΣ L{.b м-4243-0841-0

Software Project Characteristics 1995 2004

Cancelled before delivery 31 % 18 %

Exceeds time scale & cost, reduced functionality 53 % 53 %

On time and budget 16 % 29 %

Mean time overrun 190 % 84 %

Mean cost overrun 222 % 56 %

Mean functionality delivered 60 % 64 %

Howmuchdid FormalMethodscontribute?

Howmuchdid software engineering contribute?



Reliable Systems?

caveat: formalmethodswereusedhere!





Uptime: 125 years

Reliable Systems?

Source: Thomas Henzinger, FM 2006 invited talk (republished in IEEE Computer, October 2007:

Henzinger, Sifakis, The Discipline of Embedded Systems Design, p32-40,

http://doi.ieeecomputersociety.org/10.1109/MC.2007.364)



Reliable Systems?

Uptime: 4 months Formal Methods were used here!



The problem: communicatingsequentialpeople



The problem : dealing with complexity

400 horses 100 CPUs

[Source: AlbertoSangiovanni-Vincentelli, invited talk DATE 2006]



The problem : dealing with complexity

ÅSystem complexity is increasing continuously

ÅWe choose to put that complexity in software

(because it is the only place where we canchange things)

ÅMore and more software becomes business critical

ÅMore and more software becomes safety critical



Successful engineering approaches

Å Build system modelsto gain confidence 
in requirements and designs

Å use of abstraction

ï well-focused

ï problem-oriented

ï unambiguous

ï precise

Å use of rigour

ï objective

ï repeatable

ï exploration

ï analysis

These are all core qualitiesof formalmethods
SowhyŀǊŜƴΩǘwe all usingthem?



The Present

V&V of a large-scalewirelesssensor 
networkusingformal techniques



WirelessSensor Networking

Å Mainchallenges:
ï Energy efficiency(battery operatedor energyharvestingҦ lifetime)

ï Robustness(RF spectrum is extremelynoisy, verybusyand unreliable)

ï Scalability(101ς102ς103ς104ς105 nodeswith a singleprotocol)

ï Self-adaptable(constantlychangingnetwork topology, density, mobility)

ï Limitedresources(CPU speed, availablememory, fysicalsize, bandwith)

Å Thereare manyavailableWSN protocols, e.g.:
ï Wifi

ï Bluetooth

ï Zigbee

ï Z-wave

ï Χ

Å Neitherof these technologiesaddressesall challenges!
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WSN ςbut with a twist!

Å Communicationinspired
on biologyand humaninteraction

Å Epidemiccommunication

Å Analogy: spreadinga
rumor or a virus

Å a¸wL!b95 άDh{{Ltέ  ǇǊƻǘƻŎƻƭ

Å RF broadcast(2.4 GhzISM)

Å άŎƭŜŀƴέ ƴƻŘŜ

Å άnewέ Řŀǘŀ

Å άoldέ Řŀǘŀ

Å GOSSIP
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Propertiesof GOSSIP

In a nutshell:

Å Floodingprovides robustness

Å Localcachinglimits overhead

Å Absenseof routing provides scalability

Å Inherentlyself-configuring

Å Supports node mobility

Å Automaticadoptionto networkdensity

Butwhat aboutenergyefficiency?
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ÅReduceduty cycle²{b /t¦ ŀƴŘ w!5Lh όҖ м ҈ύ

Åcaveat: listeningis more expensivethan sending

ÅAll nodesneedto synchroniseduty cycles

ÅNeighboursneedto sharethe availabletimeslot

Energy efficiency
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SmalldevicesςBig problems!

ÅSmall8-bit processor running only10 kloccode,
How Hard Can It BeΚ  Ҧ  Famous Last Words !

ÅSynthesisin hardwareis the only feasiblesolutionfor the 
WSN business case

Å It absolutelyneedsto beάfirst ǘƛƳŜ ǊƛƎƘǘέ ΗΗ

ÅHowever, V&V is extremelydifficult:

ïParallellism(how to check 104 concurrent nodes)

ïTiming (synchronisationwith inaccurate clocks: drift/ jitter)

ïProbabilities(cachingand radio behaviour)

ÅFormalMethodscometo the rescue!?
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challenges

Å Verifythe GOSSIP MAC (clocksynchronisation)

Å Optimizethe GOSSIP MAC (slot allocation) 
(reduceduty cycle (save energy) but ensureliveness)

Å Prove system-levelpropertiesof inherentlystochasticbehaviors
quantitatively(useprobabilitistic(realistic!) radio models in steadof 
όƛǊǊŜƭŜǾŀƴǘΗύ  άunifiedŘƛǎƪέ abstractions)

Å Definea feasiblestrategyfor (black-box) protocol conformancetesting

Å Propose a solution(anarchitecture) for white-boxtesting(create(or
recreate) specifictest conditionsat the network level with a specific
topologyin real-time)

Å Currentlybeingaddressedin the Quasimodo FP7 project
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MyriaNedWSN at work



CriticalIssues




