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FormalMethodsfor PredictableEmbeddedSystems

A Goal 1 to bringtogetherseniorresearchersn
programmingfrom universitiesandthoughtleaders
from industry

| amflattered but X

|l amaoneithere = ooyt X NE

| have 15«earsof experienceh y 0 KS FASE R
| amactivein the FMcommunityX

| amveryhappy tosharemy édwo O S y wioéld | offer ..

ldeas opinions potentialanswersand new problems



FormalMethodsfor PredictableEmbeddedSystems

A Goal 2:to report how formally basedapproaches
are addressinghallengesn software design,
developmentind deployment

I Therearealreadymanyexcellent reportsavailableX

I Doesanyoneactuallyreadandusethem?

I Doesanyonecareactually? (no punintented)

i Whatl NB challekdges really?

I Andcanformally basedapproachesctuallysolvethem?
ACMComputingSurvey FormalMethods¢ Practiceand Experience

Woodcock, LarserfBicarreguj Fitzgerald
http://deploy-eprints.ecs.soton.ac.uk/161/2/fmsurvey[1].pdf



FormalMethodsfor PredictableEmbeddedSystems

A Goal 3ito identify existingandfuture challenges
posedin particularby embeddedsoftware/systems
with a particularfocuson propertiesof software and
systemdhat allow oneto predictthe system
behaviorat runtime with a highdegreeof assurance

i X The topicdor theseexperimentshavevery often
beensuggestedy industrye X

I Whatare wewaitingfor?
I Whydo weneedto re-iterate?




FormalMethodsfor PredictableEmbeddedSystems

A Goal 4 to enumeratecriticalissuesand
prioritizethe criteriafor success

whatis our definition 2 ¥sucdess K
whenthe challenges solved?
whenit wasdone effectively?
whenit wasdone efficiently?
whenit canbe donerepeatably?

all of theabove?



Are Formal Methods the Right Tool for Developing
Realtime Distributed Embedded Systems?

Isit the rightsolutionto the rightproblent?
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Predictable Development?

Software Project Characteristics 1995

Cancelled before delivery 31 %

Exceeds time scale & cost, reduced functionality | 53 %

On time and budget 16 %
Mean time overrun 190 %
Mean cost overrun 222 %
Mean functionality delivered 60 %

A Source: The Chaos Report (http://www.standishgroup.com)



Predictable Development?

Software Project Characteristics 1995 2004
Cancelled before delivery 31% | 18%
Exceeds time scale & cost, reduced functionality | 53 % | 53 %
On time and budget 16% | 29 %
Mean time overrun 190% | 84 %
Mean cost overrun 222 % | 56 %
Mean functionality delivered 60% | 64 %

Howmuchdid FormalMethodscontribute?

Howmuchdid software engineeringontribute?
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Reliable Systems?

caveat formal methodswere usedhere!



Ain exception 06 has occured at 0028:C11B3ADC in WXD DiskTSD(03) +
00001660, This was called from 0028:C11B40C8 in WD voltrack(04) +
00000000, It may be possible to continue normally,

* Press any key to attempt to continue.
* Press CTRL+ALT4+RESET to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue



Reliable Systems?

Brooklyn Bridge
1883 1983

LUSA 20¢ /

l

An exception 06 has occured at 0028:C11B3ADC in VXD DiskTSD(03) +

00001660, This was called from 0028:C11B40C8 in WXD voltrack(04) +
00000000, It may be possible to continue normally,

* Press any key to attempt to continue.
* Press CTRLHALT+RESET to restart your computer. You will

lose any unsaved information in all applications.

Press any key to continue

Uptime: 125 years

Source: Thomas Henzinger FM 2006 invited talk (republished in IEEE Computer, October 2007:
Henzinger Sifakis, The Discipline of Embedded Systems Design4032
http://doi.ieeecomputersociety.org/10.1109/MC.2007.364)



Reliable Systems?

=
Y
Windows 7

Check compatibility online ’-'9

Uptime: 4 months Formal Methods were used here!



Theproblem: communicating

How the customer
explained i

How the Project
Leader understood it

How the Analyst
designed it

How the Programmer
wrote it

sequentialpeople

How the Business
Consultant described it

How the project was
documented

inslalled

Whafoperaficns

How the cuslomer was
‘Diiied

How it was supporied

Whatthe customer
really needed




The problem : dealing with complexity

400 horses <« 100 CPUs

[Source Alberto SangiovannVincentellj invited talk DATE 2006]



The problem : dealing with complexity

A System complexity is increasing continuously

A We choose to put that complexity software

(because it is the only place where w&change things

A More and more software becomdsisiness critical

A More and more software becomesafety critical



Successful engineering approaches

A Buildsystem modelgo gain confidence
in requirements and designs

A use of abstraction
i well-focused
I problemoriented
I unambiguous
I precise
A use of rigour

I objective

I repeatable

I exploration

I analysis

These are allorequalitiesof formal methods
Sowhyl NBwe@llusingthem?




The Present

V&YV of dargescalewirelesssensor
network usingformal techniques



WirelessSensomlNetworking

A Main challenges

Energy efficienc(battery operatedor energyharvestinghlifetime)
Robustnes$RF spectrum isxtremelynoisy very busyandunreliablg
Scalabilityf(10! ¢ 107 ¢ 10° ¢ 10% ¢ 10° nodeswith a singleprotocol)
Seltadaptable(constantlychanginghetwork topology, density mobility)
Limitedresourceq CPU speedvailablememory, fysicalsize bandwith)

A Thereare manyavailableWSNprotocols e.g.:

Wifi
Bluetooth
Zigbee
Z-wave

X

A Neitherof thesetechnologiesaddressesll challenges



WSNC but with a twist!

Communicatiorinspired A adt SlHyéeg @2
on biologyandhumaninteraction

A mewt RIG1®
Epidemiccommunication

A oldt RIGr O
Analogy spreadinga

rumor or a virus A GOSSIP

a, wL! b95 aDh{{Lt¢§ LINR 1 2 O2 f

RForoadcast(2.4GhzISM)
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WSNC but with a twist!

Communicationnspired
on biologyandhumaninteraction

Epidemiccommunication

Analogy spreadinga
rumor or a virus

a wL!b95 aDh{{Lt:¢

RForoadcast(2.4 GhzISM)
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Propertiesof GOSSIP

In anutshelt

Floodingprovidesrobustness
Localcachingimits overhead
Absenseof routing providesscalability
Inherentlyseltconfiguring

Supports nodemobility

To o Do Do Do Io

Automaticadoptionto network density

Butwhat aboutenergyefficiency?

Page33
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Energy efficiency

A Reduceutycycle2 { b /t! |yR w!5Lh 0>
A caveat listeningis more expensiveahan sending
A Allnodesneedto synchroniseluty cycles

e e
B :>J

A Neighbourseedto sharethe availabletimeslot

)

Page34



Smalldevicesc Bigproblemd

A Small8-bit processor runningnly 10kloccode,
How Hard Can It BeK  Félous Last Words'!

A Synthesisn hardwareis theonly feasiblesolutionfor the
WSN business case

A It absolutelyneedsto bedfirsti A YS NRAR IK{GE HH

A However V&V iextremelydifficult:
I Parallellism(howto check 10 concurrentnodeg

I Timing éynchronisatiorwith inaccurateclocks drift/ jitter)
I Probabilitiescachingand radiobehaviou)

A FormalMethodscometo the rescué?



challenges

Verifythe GOSSIP MACIdcksynchronisatio

Optimizethe GOSSIP MAC (sédlibcation
(reduceduty cycle (saveenergy) but ensurelivenes$

Provesystemilevel propertiesof inherentlystochastidoehaviors
quantltatlvely(useprobablIltlstlc(reallstld) radio models irsteadof
6 A NN f uigied i Ai EistEactions

Definea feasiblestrategyfor (blackbox) protocolconformanceesting

Propose aolution(an architecture for white-boxtesting (create(or
recreatg specifictest conditionsat the network levelwith a specific
topologyin realtime)

Currentlybeingaddressedn the Quasimodo FP7 project



MyriaNedWSN atvork




Criticallssues






